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Fujitsu LLM Vulnerability
Scanner / Guardrails V1

% Attack / RED

) Test/cRreEN

% Defense / BLUE

‘ Start Scan & Guard ‘
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LLMAESS TR v —I(cEDFHLLWEFIUFT T2 FRR

DeepSeek (#1]
Fujitsu Security Evaluation

TECH iSmimimo
TECH

B LOG LLM Vl.lm Scanner

https://blog-en.fltech.dev/entry/Security/2025-02-28/deepseekl
https://blog-en.fltech.dev/entry/Security/2025-03-03/deepseek2
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Malicious Code Filter Evasion Prompt

Data Leaknge & Content & Model Injection & Average

Mosdel & Exfiltration

Generation Exploitation Manipulation

Llama 3.1 8B 12.10% 27.24% 36.26% 34.49% 27.52%
GPT-40 50.40% 17.82% 37.52% 40.47% 36.55%

16.65% 25.60% 39.12% 26.49% 26.97%
Gemma 39.14% 26.72% 38.14% 51.09% 38.77%
DeepSeek Rl | 45 059 30.85% 28.87%

WENINE . BENMBEVEFERE

Model Phishing / Spam Malware Generation

DeepSeek R17B 100% 100%

YA N-EADBRAMRICEBIEL

9/ 22 © 2025 Fujitsu Limited




DeepSeek (2]
urity Ev:

DeepSeekETNDEFIUTIF1EET Il Part2 ESeS FUJITSU

SLEOER(EETD 1. KG-RAGIKERIIT & 2.Hypergraph|3ﬁﬁllii'i1:1ii [§
DeepSeek R1(7B)EFIND#FRFI1UFT 155 1E%2 D (GPT-40,Mistral L LLE)

1. KG-RAGIEyin 2. HypergraphBsl$iis
B KG-RAGADKGERIE (5T —52KGISEAordl B JOTMSAREBENRNERE - SREHHU TN
BRURAGHERZIZ/E)DFTF L (Spectral B TFEZ1TOHYpergraphBh s i 8 B s

weakening )& (ACL25(CHHR) B DeepSeekiZHypergraphPsH O ENREE

B DeepSeek(dKGHERHE(CREI/\CLZ2HER WCtzHR
KGEZEE DeepSeeklIET D Y1337
(Specral weakening) H 30 ‘%Eﬁ?b“%b:: %%;S‘ié%%aﬁﬁﬂ

=20

Ej m I I I
iR B B
CS Hal HE

Rel

GCG PAIR Deeplne AutoDAN  Per

00 DeepSeck-R1 §0 LLama 3.1 08 GPT-4

[0 Mistral 18 GPT-400 DeepSeek |

10/ 22 © 2025 Fujitsu Limited



OWASP Top 10 for LLM Applications / Agents
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Web72VtF1UF14DF7 779 M OWASP Top 10I1DLLM/I—-S 1Y MR

G)OWASP,  OWASP Top 10 for LLM Applications v1.1

[ Lwio J
Prompt Injection

This manipulates a large language
model (LLM) through crafty inputs,
causing unintended actions by the LLM,
Direct injections overwrite system
prompts, while indirect ones manipulate
inputs from external sources

 Luwos |

Sensitive Information
Disclosure

LLMs may inadvertently reveal
confidential data in its responses,
leading to unauthorized data access,
privacy violations, and security
breaches. It's crucial to implement data
sanitization and strict user policies to
mitigate this.

https://genai.owasp.org/resource/owasp-top-10-for-lim-applications-2025/

OWASP Top 10 for LLM Applications

L LLuoz )

Insecure Output
Handling

This vulnerability occurs when an LLM
output is accepted without scrutiny,
exposing backend systems. Misuse
may lead to severe consequences like
XSS, CSRF, SSRF, privilege escalation, or
remote code execution.

[ L7

Insecure Plugin
Design

LLM plugins can have insecure inputs
and insufficient access control. This
lack of application control makes them
easier to exploit and can result in
consequences like remote code
execution.

D

Training Data
Poisoning

This occurs when LLM training data is
tampered, introducing vulnerabilities or
biases that compromise security,
effectiveness, or ethical behavior.
Sources include Common Crawl,
WebText, OpenWebText, & books.

[ LLvos J
Excessive Agency

LLM-based systems may undertake
actions leading to unintended
consequences. The issue arises from
excessive functionality, permissions, or
autonomy granted to the LLM-based
systems

(LLM72JVUs—-33>/I-31>

[ Luios

Model Denial of
Service

Attackers cause resource-heavy
operations on LLMs, leading to service
degradation or high costs. The
vulnerability is magnified due to the
resource-intensive nature of LLMs and
unpredictability of user inputs.

[ Limos J
Overreliance

Systems or people overly depending on
LLMs without oversight may face
misinformation, miscommunication,
legal issues, and security vulnerabilities
due to incorrect or inappropriate content
generated by LLMs.

[ Lnaos J

Supply Chain
Vulnerabilities

LLM application lifecycle can be
compromised by vulnerable
components or services, leading to
security attacks. Using third-party
datasets, pre- trained models, and
plugins can add vulnerabilities.

[ Lo ]
Model Theft

This involves unauthorized access,
copying, or exfiltration of proprietary
LLM models. The impact includes
economic losses, compromised
competitive advantage, and potential
access to sensitive information.

b = REHKDOWeb7IUT—>3> 1)

EVENTDETAILS ~ KEYNOTESPEAKERS ~ AGENDA  TRAINING  EXHIBIT/SPONSOR/CAREERFAIR  MORE ~ LoGIN ] fXm@

MAY 26 - 30, 2025 (CEST) // BARCELONA, CATALUNYA, SPAIN

OWASP Global AppSec EU 2025

A must attend event for Cybersecurity Professionals

REGISTER

OWASPO/0O-NILARY b
AppSec EU 2025 @ Barcelona
(5/26-30) [cBWNT.
LLMEF1UF(Hilc O VW TEEiR

483 h5Corporate
Supporter(Gold)&U Cjoin.
=15 RENEHEE

https://genai.owasp.org/resource/agentic-ai-threats-and-mitigations/ GOLD
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Russian War Report: Hacked news
program and deepfake video spread
false Zelenskyy claims
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